BADGE/CPR/DOORS ACCESS AGREEMENT

Virginia Department of Juvenile Justice (DJJ)

As a user of DJJ's BADGE/CPR/DOORS systems, | understand and agree to abide by the
following terms which govern my access to and use of these information technology services:

1. Access has been granted to me as a necessary privilege in order to perform authorized job
functions for the Commonwealth. | understand and agree that | am prohibited from using or
knowingly permitting use of any assigned or entrusted access control mechanisms (such as
log-in IDs, passwords, terminal IDs or user IDs) for any purpose other than those required to
perform my authorized job functions;

2. lunderstand and agree that | will not disclose information concerning any access control
mechanism of which | have knowledge unless properly authorized to do so, and | will not use
any access mechanism which has not been expressly assigned to me;

3. | agree to abide by all applicable Commonwealth of Virginia policies, standards and guidelines
and DJJ policies and procedures, which relate to the security of Commonwealth information
technology services and the information contained therein;

4. | agree that my obligations with respect to the confidentiality and security of all information
disclosed to me shall survive the termination of any agreement or relationship with DJJ;

By signing this agreement, | hereby certify that | understand the preceding terms and provisions
and that | accept the responsibility of adhering to the same. If | observe any incidents of non-
compliance with the terms of this agreement, | am responsible for reporting them to the DJJ
Information Security Officer and my supervisor as soon as reasonably possible. | further
acknowledge that any infractions of this agreement could result in disciplinary action, including
but not limited to the termination of my access privileges.
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